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Summary

Al-generated disinformation—including deepfakes, bot networks, and voice
cloning—plays a role in amplifying ethnic and religious divisions, undermining
trust in democratic processes. This study conducts a discursive analysis of how Al
disinformation interacts with elections in West Africa. It discusses case studies from
Nigeria (2023), Ghana(2024), and Liberia (2023) thatdemonstrate how Al manipulates
voter perceptions through fabricated media, cloned content, and premature victory
claims and explores the role of social media in disseminating misinformation,
with platforms struggling with linguistic gaps, inadequate moderation, and echo
chambers. While Al aids voter management and engagement, its misuse poses risks
to election credibility. Mitigation requires multi-stakeholder collaboration, robust
digital public infrastructure (DPI), and policies targeting Al-generated content.
Strengthening media literacy, fact-checking, and platform accountability is critical to

safeguarding democracy in West Africa’s evolving digital landscape.

A Discursive Analysis: Al and Disinformation in
West African Elections

Introduction

About three decades ago, the African region was characterised by autocratic
regimes, military coups and unstable democratic rule (IPl, 2012), with several African
states experiencing coups in the first five years of their independence (Odigbo et
al., 2023). According to the records of AJLabs mapping of Africa’s military coups,
Africa accounts for the largest number, at 106. In Nigeria and Ghana alone, about
five coups occurred between 1960 and 1999 in each country, which significantly
impacted democratic rules, causing the nations to experience short-lived republics.
In the case of Nigeria, three republics were overthrown by military coups (Hoffmann
& Wallace, 2023). Both countries’ transition to a stable republic was attained by

popular voting and public demand for democracy (Nigeria, 1999; Ghana, 1993).
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Effoduh (2024) highlighted African countries’ intricate and often unstable political
landscapes marked by ethnic, tribal, and religious divisions, which also manifest in
crisis and election violence. Zimbabwe and Kenya are examples of countries with
a history of electoral violence. For instance, the 1980 independence election of
Zimbabwe saw a precedent in violent acts of intimidation, harassment, torture and
extrajudicial killings of political opponents with impunity (Kwashirai, 2023). Nenge
(2018) opines that the root causes of electoral violence stem from Zimbabwe's
colonial heritage. Several studies have shown similar patterns stemming from

colonial rule in West African states.

Today, we see this also demonstrated in the series of routine multiparty elections
in the West Africa region from many polls conducted by the national governments,
such as Nigeria 2023 and the Ghana 2024 elections, which showed political actors
leveraging ethnic, tribal and religious differences for electoral gain (Umenwaliri, 2023;
Mensah, 2024). The year 2024 witnessed 20 African countries’ scheduled elections.
As per the Accord Monitoring sourced from The Electoral Institute for Sustainable
Democracy in Africa (EISA) African Election Calendar, about 25% of these 20 African
countries are in West Africa. These African polls are crucial for political stability,

impacting governance and the citizens’ trust in political institutions.

Despite concluded elections and transitions into new administrations in Africa,
approximately 19 to 25 per cent of all electoral processes experience mid to high
levels of violence (Bekoe, 2010). According to the International Peace Institute, many
West African states have experienced persistent election-related crises and violence
(IP1, 2012). While this zero-sum nature of Africa’s politics, as per Itodo (2024), puts
election and information integrity and voters' rights under pressure, the deployment
of Al-generated disinformation and misinformation could further amplify the
underlying manifestation of tribal and religious divisions amongst others in African
states. For instance, Effoduh (2024) expressed deep concerns about the implications

of hyper-realistic Al-generated content, such as deepfakes, on the already fragile
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democracies of African nations. Warning that extremist groups could exploit Al to
intensify these societal rifts, manipulate public opinion, and undermine democracy,

ultimately leading to disenfranchisement and the proliferation of misinformation.

Undoubtedly, Al amplifies people’s reach, from the ease of producing content with
Al tools to social media algorithms that amplify posts. “Those who might have
been screaming in a park with an audience of three now can reach thousands if
not millions of people,” said Fleming Melissa, UN Under-Secretary-General for
Global Communications and BU Alumna (COM'89). With such possibilities enabled
by these new technologies, an underlying worry about their ability to popularise
misinformation and disinformation persists, most especially in a state's democratic
proceedings. In the early months of 2024, Avey drew attention to the growing
potential for Al-generated text to spread misinformation, disinformation, and fake

news as the use of Al becomes more prevalent.

Artificial Intelligence (Al) has become widely used in the electoral process since its
emergence in Africa. Based on Yiaga Africa’s survey of electoral commissions in 22
African countries, Al is being used for voter registration management, automated
chatbots for voter engagement, voter authentication, and cyber threat detection in
South Africa, Eswatini, Madagascar, and Nigeria (Itodo, 2024). Despite Al's benefits
of addressing the challenge of human interference and inefficiency in elections by
facilitating oversight and accelerated decision-making, among many other benefits,
it also poses significant risks, including the issue of it being a tool for enhancing
disinformation, misinformation, and could exacerbate existing inequalities in access
to information and resources, or may build upon and exacerbate existing divisions,

violence or conflict, as earlier highlighted.

More specifically, its use in creating and/or amplifying misinformation or
disinformation at a large scale highlights the need for careful consideration. This
paper, therefore, looks into the prevailing Al-enabled misinformation in West Africa
to uncover, among other elements, the nature of misinformation in West African

countries and how it manifests in the context of artificial intelligence (Al) and
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elections across countries in the region.

The Role of Social Media in West African Elections

Misinformation poses a significant threat to elections and democracy. It has the
power to alter or derail the outcome of electoral processes. Misinformation can be in
the form of manipulated or deceptive text, images, voice, or video. It can be used to
target an opposition party during an electoral process for an intended outcome. The
impact of misinformation will distort the essence of a credible election. According

to the Global Risks Report 2024, misinformation has been categorised as one of the

short-term biggest risks that can impede democratic processes around the world.

According to Rotimi Oyekanmi, the Chief Press Secretary at INEC, social media has

made more people interested in elections.

Meanwhile, many people look out for election results on social media rather than on
the INEC. He noted that INEC has 2.8 million followers on Twitter with a strategy to
counter misconceptions about the election result. However, monitoring the media
misinformation has been challenging due to the multiple local languages. In Ghana
(2019), Ghana Fact (a fact-checking organisation) carried out a survey, which showed
that 69% of respondents indicated that they had experienced misinformation one

year prior.

Case Studies of Misinformation in Elections and
Their Impact on Electoral Processes

Nigeria: Deepfakes and Al-Generated Falsehoods

Before the 2023 election in Nigeria, social media was flooded with deepfakes and
misinformation, which threatened the legitimacy of democracy and the credibility
of the outcome of the election in Nigeria. For instance, a viral video showing
international Hollywood actors holding placards to support the Labour Party
Presidential candidate, Peter Obi, was fact-checked by Dubawa and was considered
a false and edited video. The video was edited using deepfake software to create

false information. Also, a video circulating on WhatsApp and Facebook claims that
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Elon Musk, the US billionaire and Donald Trump have expressed their support for

Peter Obi's presidential ambition. This was discovered as false. The video, which has

been viewed more than 11,000 times, was created using an Al tool called ElonTalks.

The website can also be used to create whatever you want with different personalities
using their pictures to create a deepfake video. There was also footage of the
then-presidential candidate and now the president, Bola Tinubu, making some
incoherent comments at Chatham House. This was overdubbed with audio from a
comedy film by Billy Madison. Another viral deepfake audio that was circulating on

social media prior to the 2023 election was a manipulative audio of Nigeria's former

vice president, Atiku Abubakar, having a conversation with the vice presidential
candidate of the PDP and Aminu Tambuwal, governor of Sokoto and the director-

general of the party's presidential campaign council.

Misinformation before and during the election has become a destructive mechanism
used against the established protocol for election proceedings. The perpetrators
are mostly seen using their self-interest for personal profit to flood the media with
false information. For instance, some of the websites such as Podium Reporter,
Reportera, and Parallel Facts established towards the Nigerian general election in
2023 are reaching the populace with false narratives, as found out by the BBC. This
has shown that Social Media and Artificial Intelligence have the power to shape the
media information people consume. As Artificial Intelligence can help in solving
pertinentissues, it can also serve as a tool that can enhance misinformation through

sophisticated means such as deepfakes.

Ghana: Bot Networks and Brand Cloning

In Ghana, a network of 171 bot accounts on X has been discovered to write posts in
favour of the incumbent political party, the New Patriotic Party (NPP). The majority
of the posts were meant to promote the NPP message, which, equivalently aids the
Bawumia administration against the opposing candidate of the National Democratic
Congress. According to research conducted by NewsGuard, a website that offers

accuracy to news outlets, the bot accounts have been promoting NPP candidate
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Mahamudu Bawumia with different hashtags such as #NPP and #ltisPossible.

Aside from projecting Bawumia’s agenda, the bot also made disparaging posts about
John Mahama, the presidential candidate for the National Democratic Congress.
Some of the posts carry hashtags such as #mahamaisaliar and #DrunkmaniMahama,
accusing Mahama of being a drunkard. Another way of spreading misinformation in
Ghana is through cloning. This is the act of using the brand logo, name and identity
of areputable organisation or media to spread misleading and false information. For
instance, cloning has been used to replicate the post of the Electoral Commission

(EC), which has resulted in the spreading of misleading information.

Atypical example is a social media card showing the brand name and identity of TV3
with the claim that the vice president and the New Patriotic Party (NPP) presidential
candidate, Dr Mahamudu Bawumia, states that he will introduce free visas to the
USA, Canada and European countries for Ghanaians. The importance of fighting
against misinformation ahead of or during the election is to protect the integrity of

the election and democracy at all costs.

Liberia: Traditional Rumours and Premature Claims

Ahead of the election in Liberia in 2023, misinformation was seen as a threat to
democracy. According to the Electoral Institute for Sustainable Democracy in Africa
(EISA) report, misinformation and disinformation targeted electoral processes,
focusing on Biometric Voter Registration (BVR) with wrong information about the
requirements for registration. In Liberia, misinformation is mainly carried out
with a common saying, “Dey Say” a statement told by an unknown person. Most
times, people accept “Dey Say” as a fact among young Liberians and those who
are not educated. Another misinformation experienced during the 2023 election in
Liberia is the premature victory claims. High-profile members of the major political
parties were seen prematurely declaring victory on social media before the official

announcement, which led to public confusion and tension.
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The Role of Social Media in West African Elections

Social media refers to online platforms, applications and technology that enable
people to create, engage and share content and connect with others. Examples of
social media include Twitter, Instagram, Facebook, YouTube, TikTok and LinkedIn.
Misinformation has infiltrated social media through the circulation of false
information. Individuals and various actors have been seen sharing unrealistic
news with the aim of controlling people’s choices in elections. The emergence of
social media has further contributed immensely to the misinformation in the
electoral process. The rapid increase of mobile phones and social media is part of
the disruptive tools of misinformation around the world (Lewandosky, Ecker & Cook,
2017).

People use Social media as a channel to get the latest information about the electoral
process during an election. Also, media houses such as radio and television make
use of social media to transmit their messages to their listeners. Based on data
collected by the Nigerian Communications Commission, 222.571 million people are
currently subscribed to active mobile, while the number of people who subscribe to
the internet exceeds 154.8 million. This data shows the potential momentum that
can be generated through the use of social media during elections. Some social
media users who have gained many followers are seen as influencers who have the

possibility to influence the choice of their followers during elections.

A typical example is a report carried out by the BBC disinformation team on how
politicians paid up to 020 million to influencers to publish false stories about their
opponents and also campaign for them. Aside from that, some are also given gifts
and positions, such as a special assistant. Social media serves as an observer of
government activities as much as the information of the government is accessible to
citizens' consent. (Ekoh & Elizabeth, 2021). Citizens can contribute their take on the
discussion within their reach by using social media to lend their voice. The emergence
of the internet and mobile phones has made people connect with discussions

around the world through the use of social media. (Pew Research Centre, 2022; The
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World Bank, 2021; Social Media Examiner, 2023).

According to Sunday (2019), social media has been regarded as a tool for political
activities. It has shifted the use of traditional one-way (top-down) means of
communication to a revolutionary communication tool which allows citizens to
actively get involved. For example, people can use Twitter, Facebook and YouTube
to communicate and participate in the electoral process. People organise Twitter
spaces for political discussion, while some read and share their political ideology
on Facebook and other social media platforms. Social media has enhanced the
participation of citizens in elections. It has helped create and disseminate real-time

information during elections.

In a research conducted by Agim et al. (2023) on the obedient movement on Twitter
and the 2023 general election in Nigeria: An extrapolative analysis. The outcome of
the research showed that the movement had a significant impact on the behaviour
of voters and the result of the general election. The Obedient Movement, which
representsthe supportgroup forthe Labour Party candidate Obi Peter Gregory, came
third with 6,101,533 votes. Transparency in social media platforms and educational
voter campaigns can help mitigate against the threat posed by misinformation to
democracy, most especially during elections. The spreading of misinformation across
social media by politicians is done to diminish other candidates during elections.
Also, some citizens are fond of sharing broadcast messages without verifying them.
Misinformation is a dangerous tool used by groups and individuals to carry out an

objective.

Al and Misinformation in Elections: Tools & Impact

« Content Moderation

Effective content moderation is crucial for curbing the spread of misinformation,

but social media platforms face significant challenges in West Africa.
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« Inadequate Platform Moderation

Social media platforms have been widely criticised for their inadequate content
moderation efforts in Africa. They have been particularly ineffective in protecting
users from external interference during election periods and have struggled to
regulate hate speech and deepfakes, which have contributed to inciting violent
ethnic tensions. Smaller digital platforms, often overlooked in global discussions,
frequently lack the resources and robust Al-driven moderation systems of major
giants like Facebook and X, making them vulnerable to exploitation by extremist

groups.

« Shift to Crowdsourced Moderation (Community
Notes)

The African Commission on Human and Peoples’ Rights (ACHPR) has expressed
concern over recent regressions in content moderation, including the reduction of
fact-checking services and the shift to crowdsourced systems such as Community
Notes. While Community Notes are praised for user participation, critics argue
the system is ill-equipped to address harmful, hate-driven narratives and is
vulnerable to user manipulation, including coordinated voting behaviour using
multiple accounts. In a continent with a stark digital divide and poor media literacy,
scrapping independent fact-checking for Community Notes is seen as insufficient

and potentially ineffective.

o Linguistic and Cultural Blind Spots

A major reason for ineffective content moderation is the prevalence of linguistic
blind spots, stemming from the limited coverage of African languages in platform
governance and the inadequacy of large language models (LLMs) in handling African
languages. Current moderation systems are often insufficient for recognising
extremist content in regional languages such as Hausa, Somali, or Amharic, allowing

coded language and multimedia content to evade rudimentary tools. Content
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moderators exacerbate this issue, often outsourced to the Global South, where
they lack an understanding of local languages and dialects, resulting in errors and

complaints.

« Echo Chambers

Social media platforms can create “echo chambers” where users are exposed
predominantly to information that aligns with their pre-existing beliefs. This
environment amplifies false narratives and reduces the likelihood of encountering
accurate information, as users engage with like-minded individuals and sources,
thereby reinforcing their existing political perspectives. This phenomenon can

deepen societal divisions and hinder constructive political discourse.

o Al Chatbots

Al chatbots are increasingly being tested and deployed in political contexts, but their

reliability for electoral information is a significant concern.

* Unreliable Information: A study of chatbots (Copilot, Gemini, ChatGPT-4o,
ChatGPT-4omini, Claude) during the 2024 Senegalese legislative elections found
significant shortcomings. Chatbots provided outdated, incomplete, or erroneous
information, often with high confidence, and could notintegrate real-time political
context. This poses a major risk of misinformation during election periods, as
these tools cannot replace official sources.

* PropagandaDissemination: Al chatbots can be engineered to peddle dangerous
or racist propaganda, as seen with Elon Musk’s Grok chatbot, which spread far-
right conspiracy theories about “white genocide” in South Africa.

* Voter Engagement vs. Manipulation: While some Al tools, like chatbots, are

used by electoral commissions for voter engagement and information, their

potential for misuse to spread false information about voting procedures (e.g.,
fake polling locations) is a serious ethical issue.
* Deep Fakes: Deepfakes are hyper-realistic Al-generated fakes—visual, auditory,

or multimodal content that has been generated or modified via Al. They blur
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the line between truth and fiction, eroding public trust in media and democratic
processes.

Creation Methods: Deepfakes exploitsophisticated machinelearningalgorithms,
notably Generative Adversarial Networks (GANs) and autoencoders/diffusion
models, to fabricate visual and auditory content that appears remarkably real.
GANs involve a generator producing false content and a discriminator assessing
its authenticity, continually improving each other. Autoencoders compress data
and then replicate it, allowing for precise face swaps or voice changes.

Impact on Elections: Deepfakes can affect elections by impacting voting
procedures, candidate narratives, and enabling the spread of harmful content.
Theyare used to create narratives that caninfluence election outcomes. Examples
include Al-generated videos of politicians saying or doing things they never did.
Targeting Women: A particularly alarming trend is the creation of deepfakes
of women candidates and the use of deepfakes to harass and silence women
in politics and journalism, constituting technology-facilitated gender-based
violence (TfGBV). This not only harms individuals but also creates a chilling effect
on female political participation. Examples include deepfakes used to smear
female politicians in Ghana (2020), discredit women leaders in Namibia (2024),
and undermine female candidates in Senegal (2024).

Voice Cloning: Al-generated voice “recordings” have been used to spread false
information, such as the alleged conversation between Peter Obi and David

Oyedepo in Nigeria's 2023 elections, which was later confirmed to be a deepfake.

The Road Ahead: An Ecosystem-Based Response

As demonstrated in preceding sections of this report, the rise of Al-generated
disinformation presents significant challenges to democracy in West Africa. Reliably
detecting sophisticated Al-generated content, especially audio and video deepfakes,

remains difficult for both humans and automated tools. Existing detection tools have

limitations and can sometimes fail to detect. Furthermore, as seen in Ghana, the

mere possibility of Al fakes can be weaponised to cast doubt on genuine content.

Compounding this is the lack of specific regulations targeting the creation and
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dissemination of malicious Al-generated content in many West African countries.
Hence, this highlights the need for ecosystem-based responses in combating
disinformation because they address the complex, interconnected nature of the
problem. This approach recognises that disinformation is not just a matter of
isolated false claims but a systemic issue involving various actors, platforms, and
societal factors. Hence, to help address root causes by finding holistic solutions,
building resilience, and adapting to evolving threats, pursuing ecosystem-based
responses to Al-facilitated disinformation requires examining both technology-
driven solutions and stakeholder-driven efforts. In subsequent paragraphs of this

section, some examples of these responses will be highlighted.

Multi-stakeholder Dialogue

The multi-stakeholder approach to internet governance is central to navigating these

complexities, embodied by the West African Internet Governance Forum (WAIGF).

WAIGF is a vital platform for policy dialogue, bringing together representatives from
governments, the private sector, civil society, academia, and the technical community.
The 2024 forum, hosted by Senegal under the theme “Disruptive Technologies: How
Far Thus Far,” underscored the region's engagement with emerging technological
trends. Looking ahead, WAIGF 2025, hosted by Nigeria, explicitly identifies the
regulation and governance of Al technologies as a critical focus area. The inclusion
of dedicated tracks for Youth (WAYIGF) and Parliamentarians further aims to
broaden participation and ensure diverse perspectives inform policy development.
These forums aim to generate practical insights and actionable recommendations

to address digital governance challenges.

Another promising step is the adoption of the “Principles and Guidelines for the Use
of Digital and Social Mediain Elections in Africa” by the Association of African Electoral
Authorities (AAEA) in 2023. Such frameworks, combined with improved platform
accountability, robust fact-checking, and widespread media literacy campaigns, are

essential to safeguarding the integrity of elections in the age of Al.

Page 13


https://waigf.ecowas.int/

Despite the commitment to multi-stakeholder engagement, this model faces
increasing pressure. The issues under discussion - complex Al governance, the
power dynamics involving large technology platforms, and the sophisticated nature
of modern disinformation campaigns - demand high levels of technical and policy
expertise. There are concerns that civil society organisations (CSOs), particularly
smaller ones, may lack the necessary resources or technical capacity to engage
effectively, potentially leading to their marginalisation in critical policy debates.
Furthermore, CSOs report restricted access to decision-making platforms, which
tend to be dominated by government and private sector actors. Maintaining the
effectiveness and inclusivity of the multi-stakeholder model requires concerted
efforts to bridge these knowledge gaps and address power imbalances among

participants.

Digital Public Infrastructure (DPI)

The concept of Digital Public Infrastructure (DPI) is emerging as a potential framework
for structuring digital development in Africa. DPI emphasises a common design
philosophy built on interoperability (allowing different systems to work together
seamlessly), extensibility (enabling modular components to be easily added or
modified), and protocol-based systems (facilitating diverse innovation rather than
relying on single platforms). This approach often incorporates a techno-legal
dimension, where regulators oversee the underlying protocols to achieve policy

goals, and compliance mechanisms are embedded directly into the system’s code.

Several African nations, including West African countries like Senegal, Sierra Leone,

and Togo, have signalled alignment with DPI principles by endorsing initiatives such

as the Digital Public Goods (DPG) Charter or the 50-in-5 campaign, which promotes
sharing best practices and technologies. However, the successful deployment of
DPI in Africa requires careful consideration of local digital ecosystems and robust
foundational infrastructure. It necessitates localised solutions that leverage regional
strengths, such as Africa’s youthful population, rather than simply adopting global

models wholesale. Key pillars of DPI include digital ID systems, digital payment
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infrastructures (where many African systems are still maturing), and data exchange

mechanisms.

National Developments

Individual countries are also advancing their internet governance agendas. Ghana,

for instance, launched its 2025 national Internet Governance Forum (IGF) with a

strong emphasis on developing effective and inclusive policies to protect the
digital space. Officials stressed that digital transformation is a shared responsibility
requiring collaboration across all stakeholder groups - government, private sector,
civil society, academia, the technical community, and users. The goal is to establish
a robust digital ecosystem where all citizens can participate and benefit. Nigeria
has taken legislative steps, enacting the Nigeria Data Protection Act (NDPA) in 2023,
to provide a comprehensive framework for safeguarding personal data. It also
introduced a Code of Practice for Interactive Computer Service Platforms/Internet
Intermediaries, aiming to establish best practices for content moderation, combat
harmful content like hate speech and misinformation, and enhance platform

transparency and accountability.

However, despite these measures, specific policies addressing the nuances of Al-
generated content and deepfakes are reportedly still under development. Senegal’s
ambitious “Technological New Deal Horizon" strategy aims to position the country as
a regional tech hub and modernise public services. Still, civil society groups continue
to raise concerns and questions on whether digital rights are adequately protected

within existing frameworks.
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